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Abstract

Business enterprises use IT infrastructure to support daily operations and 
improve the productivity of business users. Following technology advances and 
dramatically improved cost-performance ratios, IT is under constant pressure to 
reduce cost significantly and improve performance. We describe here an 
innovative approach to addressing these needs through two principal means: 
automating repetitive operational chores and supporting better decision making 
through the deployment of Active Enterprise Analytics (AEA) in the form of 
hierarchical, embedded control loops. 
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1. Introduction

Business enterprises use IT infrastructure to run their business operations efficiently. 
They are under constant pressure to reduce cost while improving performance. To 
achieve this, they are compelled to improve operating processes, train their IT 
personnel, or introduce novel, more performant technologies. We outline here a novel 
technology approach, aiming to automate repetitive IT chores while also supporting 
better human decision-making [1]. “Active” implies here the ability to be both 
proactive (i.e., acting on predictions or forecasts) and reactive (i.e., acting on 
conditions or events that have occurred); “Enterprise” indicates large-scale 
businesses; and “Analytics” assumes the deployment of business knowledge in the 
form of algorithms, rules, models, or processes. We introduce a conceptual enterprise 
architecture, in which active enterprise analytics is realized as a hierarchical set of 
embedded control loops. In Sections 3-5, we illustrate active enterprise analytics 
applied to network management, help desk operations, and enterprise applications 



hosted in the enterprise data center. Finally, in Section 6, we outline the need for 
orchestration, as our approach assumes that the overall optimization of IT operations 
should be achieved by linking low-level system analytics via operational analytics to 
high-level decision support analytics for executive-level IT decision-making. We 
compare briefly this approach with autonomic approaches and self* technologies.  

2. Active Enterprise Analytics

Active analytics assumes the existence of embedded intelligence within systems or 
devices that are able to sense the environment, to analyze and model situations, and to 
devise plans, make decisions and/or support (human) decision making, and execute 
appropriate actions. Active analytics range from simple control loops embedded in 
tools and devices to sophisticated business simulations that facilitate strategic 
decision making (Figure 1). Intelligence can be defined as the ability of the system to 
act appropriately in uncertain environments and dynamically changing conditions. 

Figure 1: Conceptual Architecture of Active Enterprise Analytics 

“Active” means here “being able to act” as the consequence of intelligence which will 
typically embody closed (feedback) loop of data and information gathering, analysis, 
synthesis and decision-making.  “Active analytics” describes also enterprise artifacts 
being able to interact, learn and move as the consequence of interactions (with 
humans, systems, devices and among themselves) and to adapt to constant context 
changes.

From an abstract perspective, the intelligent enterprise can be represented as a set of 
hierarchical, embedded control loops, enabling some autonomy within each local loop, 
while obeying centrally issued policies, coordination and control commands. 
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2. Enterprise IT Decomposed

Highly simplified, an enterprise IT system can be decomposed into help-desk, 
operational center, and data center subsystems, interconnected via an enterprise 
network (Figure 2).  These subsystems are, respectively, labor intensive, event-
saturated, and machine intensive. The usual expectation is that IT capabilities will 
grow over time while the cost will be lowered simultaneously. Active Enterprise 
Analytics should enable reduction of the cost (through automation and better decision 
making) and expand capabilities (adding new features) through consistent deployment 
of several hierarchical control loops – from the low-level, elementary events to high-
level business events. By way of contrast, the current approach of process tuning or 
labor arbitrage (moving labor-intensive operations to lower cost geographies) will 
typically result in only incremental, temporary improvements, whereas the 
introduction of  active analytics, in the form of automation and decision-support 
technology, should provide radical, transformative price/performance improvements.

Figure 2: Enterprise IT Decomposed into Subsystems 

4. Network Management Analytics

The enterprise network is the critical communication backbone on which the entire 
business depends. Thus, in this section, we show an enterprise operation center (OC) 
whose main focus is on network management operations. These are typically related 
to the security, performance management, capacity planning and overall health 
monitoring. 
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Figure 3: Network Management Analytics 

In Figure 3, we sketch the architecture of Network Management Analytics (NMA) 
which supports a group of OC network specialists to make better and quicker 
operational decisions.  Essentially, it transforms the inflow of dynamic data and 
information sets into various analytics functions such as interpretation, diagnosis, 
advice and/or forecasts (more details in [2]). 

5. Help Desk Analytics

Deployment of analytics seems especially suitable for the enterprise help and service 
desk (Figure 4). Help-desk operations are human labor-intensive operations 
characterized by several small incidents requiring quick response, followed by a 
flurry of problem solving tasks. We describe briefly an innovative way of service call
routing and problem resolution.

Figure 4: Help Desk Analytics – An Example 
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A caller’s problem (1) is either immediately resolved by finding and accessing 
problem solving documents (4) from the knowledge repository (2) or the call is routed 
to an appropriately skilled next level analyst (5). Thus, analyst’s decision making is 
supported by analytics captured in a problem solving knowledge base, analysts’ skill 
index (3) used for routing and index of re-used problem solving documents (1). 
Without support analytics, problem resolution will take more time and call routing 
will be less accurate. As an illustration, analytics can improve routing from the order 
of 70-90% currently to 99% which will result in estimated savings of 100 000 dollars 
for a typical enterprise. 

6. Data Center Analytics

Enterprise data centers host major enterprise applications and capture terabytes of 
various types of enterprise data. To be run efficiently, they require a high level of 
standardization and sophisticated resource sharing and management systems. It is 
beyond the scope of this paper to describe in more detail the entire domain, but we 
illustrate the role of active analytics on a small subsystem. Namely, we represent the 
generic enterprise application stack (Figure 5) for which an external loop controls 
three internal loops consisting of web, application and database servers. There is 
significant, ongoing research in applying control systems theory to reducing human 
involvement in the closed loop control.  

Figure 5: Data Center Analytics – Zoom into DB Analytics 

Moreover, active enterprise analytics will help in measuring and monitoring the 
performance of the servers in the data center, predicting when problems may occur 
such as overutilization of resources, for example. It will automatically provision 
resources to balance the workload and even provide strategic support for capacity 
planning for the data center.
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7. Orchestrated Enterprise Analytics

Addressing local automation problems and relating them to decision making 
supported by analytics in the upper enterprise layers will require innovative way of 
orchestration, so that the entire active enterprise analytics stack works coherently. It 
will embody closed-loop control from the elementary (system) events to the high-
level business events. In particular, it will enable IT planning and provisioning 
decisions to be driven from business objectives such as reducing costs, meeting 
service level agreements, meeting customer satisfactions goals, etc.

As an example (of interoperation) assume that the command given is to “reduce 
operating costs by x%”. It will trigger a flurry of various activities, readjusting 
operating points and issuing commands to operational analytics, which will in turn 
readjust operating points in system analytics (see Figure 1). Similar scenarios can 
be imagined such as “reduce number of servers x”, “reduce call times by x” etc.. So, 
the point is that besides interoperability, we synchronously improve performance for 
all the layers containing active analytics while reducing cost. 

We differentiate briefly the concepts of autonomic and self* systems [3] to our vision 
of Active Enterprise Analytics. Autonomic and self* technologies are more focused 
on low-level events aimed at mass automation, while AEA is focused on orchestration 
of hierarchical control loops ranging from the high-level business decisions to low-
level event management. The advantage of AEA lies in the fact that it takes into 
account the overall (business + operations) context, which should actually set and 
drive the set-points of low level analytics. This results in an intelligent enterprise, 
which exhibits autonomic behavior as a whole. 
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